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Document Revision History

Document Revision History

* Version 1.0 — February 2022

* Version 1.1 — February 2025 — Wizard service enabled with SSL-encrypted communication (TLS
1.2 0r1.3)

Copyright

©, Distech Controls Inc., 2025. All rights reserved.

While all efforts have been made to verify the accuracy of information in this manual, Distech Controls
is not responsible for damages or claims arising from the use of this manual. Persons using this man-
ual are assumed to be trained HVAC professionals and are responsible for using the correct wiring
procedures, correct override methods for equipment control and maintaining safe working conditions
in fail-safe environments. Distech Controls reserves the right to change, delete or add to the informa-
tion in this manual at any time without notice.

Distech Controls, the Distech Controls logo, ECO-View, Allure, and Allure UNITOUCH are registered
trademarks of Distech Controls, Inc. BACnet is a registered trademark of ASHRAE. The Bluetooth®
word mark and logos are registered trademarks owned by Bluetooth SIG, Inc. and any use of such
marks is under license. All other trademarks are property of their respective owners.
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CHAPTER 1
Introduction

Purpose and Usage

Distech Controls’ Support Pack for EC-Net platform provides supporting wizards for additional func-
tionality to EC-Net and integration with EC-gfxProgram. It allows users to pre-engineer stations offline
in EC-Net before uploading them to controllers when online.

Support Pack is compatible both with BACnet (ECB and ECY Series) and LonWorks (ECC, ECP and
ECL Series) controllers.

Support Pack is available to download and/or update through Software Center. Ensure that any station
that might be running is stopped and EC-Net 4 is closed before attempting installation or update of the
EC-Net Support Pack.

Modules and Components

EC-Net Support Pack installs all .jar files (modules) developed by Distech Controls to facilitate engi-
neering the station. These modules are classified as workbench (-wb) machine modules, runtime (-rt)
modules or user interface/browser (-ux) modules.

Some of the files included in this package are:

» distechControls tools/palette

* dcDevices

*  BACnet setup tools

«  LONWORKS setup tools

« Distribution files for EC-BOS or third-party JACE.

The installation of the Support Pack on your laptop is required prior to installation of the distribution file
on an EC-BOS. The location in Windows of this distribution (.dist) file is at:

C:\Niagara\EC-Net4-[version]\Distech Controls Files
Wizard Service
Wizard Service is an important component module of Support Pack.

* It manages the parameters of supporting wizards that drive additional EC-Net functionality, such
as RESTful API connections, BACnet MS/TP connections, and RADIUS networking protocol com-
munication, within EC-Net.

» ltindicates the license status of the driver.
* ltis required to access Bcp devices or networks.
* |tis needed to launch EC-gfxProgram from EC-Net.

* |t allows you to enable SSL-encrypted communication (TLS 1.2 or 1.3) between an EC-BOS sta-
tion and ECB and ECL devices.
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Related Documentation

Refer to the following user guides, available on the Distech Controls Documentation and Resources
Portal, for more information about functionalities mentioned in this document or for detailed proce-
dures:

* EC-gfxProgram User Guide
» EC-gfxProgram Getting Started Guide

Requirements and Licensing

The minimum requirements to install EC-Net Support Pack are:

1. Niagara version 4.1.27.20, or higher.

2. Niagara platforms: Windows, NPM6E, NPM6, NPM3, JVLN, TITAN

3. Licensing for non EC-Net or EC-BOS platforms

Licensing is unnecessary when using Support Pack with Distech Controls EC-Net stations.

Support Pack Licensing Applicability

If you are running EC-Net 4 and your Niagara license file has a brandID other than distech or dis-
techEU, you will require a license to enable the Support Pack.

To verify your brandID, open the License Manager within the Platform. Alternatively, click on Tools >
Local License Database to check locally if your EC-Net 4 Supervisor is licensed.

File Edit Search Bookmarks Tools Window Help

q O- o A O m e~ =
10.53.76.44 (Boiler_Room) : Platform
- Nav [7  License Manager
: Host Address  10.59.76.44
[:" O () My Network
Host ID Qnx-TITAN-T3E6-1F10-C12D-DCCO
: My Host : INF-DSK-197.Distech Controls.local Brand 1D distech
(@) 10.52.76.44 {Boiler_Room) Licenses
&7 Platform Distech.license (Tridium 4.1 - never expires)

Figure 1: Verifying your Brand ID

ookmarks Tools Window  Help

@ Win-2401-7DFA-9AST-E405

D Distech.license (Tridium 4.10 - expires 2022-01-15)

letwork

Figure 2: Verifying your EC-Net 4 Supervisor license

If you are using a Distech Controls EC-Net™ 4 Supervisor or an EC-BOS-8, the Niagara license bran-
dID will be distech or distechEU. If this is the case, the Support Pack will not require a license and will
operate without any other intervention.
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Getting a License

If you require a license, contact Distech Controls customer service to purchase and license your Sup-
port Pack. You will need to provide your Distech HostID found in License Manager.

If your Support Pack is unlicensed, the status of the services will be shown as false.

& wizardsere (B Servce)

© Suas T —
@ FautCause I

0 Enabed O e v

© torens

@ Port [aa1

) Max Conmections T

D Verson B2 ]

@ in verson [ ]

@ Mumber Comrections o

} Server Conmechons Ecp Server Cornecions

[T
Bep Serises Bacnet Setings
B s wearks Settngs

| (X ]

[EPACHAGE-F240333C-F3EB-5832- 5054 -A7 1FDD| I

Hin-ELob-3711-6804 -89 ]

B CICR LR N

© et sevceleersed [ fuee |

D RestServce Lisrsed [0 e

—1
O Pont Count [

© Devce Ut E_ 1
© Pontimt B 1

Figure 3: License Manager showing an unlicensed Support Pack

Once you have purchased a license, a zip file containing the license file will be sent to you by Distech
Controls’ customer service.

Installing the License

There are two ways to install a license file; either with the WizardService through an Internet connec-
tion (online) or with the Import command through the WizardService License Manager (offline).

With an Internet connection:

Update the license through the WizardService: Right-click on WizardService and select Actions > Up-
date License. The licensing server is then contacted through the Internet and the license is automati-
cally updated.

[ WabSenars
Test Bop
e
B o e k
0 e eset Comechons

= = T
T .
§ Hatory Ly Eelft Tacm

Figure 4: Adding a license file with an Internet connection

Without an Internet connection:

1. A zip file containing the license file will be sent to you by Distech Controls when an order is placed.
To import the license file, right-click on the WizardService License Manager property and select
Import License.
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2. Locate and select the license file you wish to import and click OK.

The licensing status is updated after importing the file.

License Check

The licensing is automatically checked at station boot, every hour and every time a device or proxy
point is added. There are no automatic licensing checks when devices or proxy points are removed.

You can also manually trigger a licensing check, with the “update license” action. You can also manu-
ally refresh after removing resources to update the device/proxy point count if needed.

If the count limitations of the points or devices are exceeded, the three services are disabled and a no-
tification window is also displayed in EC-Net 4 Pro.

Openness

Distech Controls’ EC-Net Support Pack is compatible with non-Distech products with an appropriate li-
cense. Verify your licensing applicability and contact Distech Controls customer service to purchase
and license your Support Pack, if required.
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Why "BCP" Network and Devices?

CHAPTER 2
Why "BCP" Network and Devices?

BCP (BuildingControlProtocol) regulates communications between EC-gfxProgram and Niagara to
manage LonWoRrks and BACnet devices. Since the introduction of BCP, the new implementation has
been based on REST but the prefix Bcp was kept. In all cases, the Niagara-to-device communication
is open and relies on BACnet, LonWorks or REST/HTTP.

A BcpBacnetDevice greatly increases the user experience and efficiency, and should always be used
for Distech Controls devices on Niagara. Bcp BACnet devices can reside under a native Niagara Net-
work, but this configuration will miss some important features. Furthermore, all testing at Distech Con-
trols is done with the Bcp network and device so that the user can benefit from a pre-engineered solu-
tion.

The Bcp modules are derived from default Niagara modules by Distech Controls to remove repetitive
steps in customizing defaults for each project; thereby cutting down on time-consuming manipulations.

Added Functionality

Launch Wizard

Launch Wizard allows EC-gfxProgram to be conveniently launched from within EC-Net. Launch Wiz-
ard is a functionality on the Bcp BACnet device and opens the EC-gfxProgram code stored within the
device that is selected. When Launch Wizard is selected and a code is saved within the controller and
synchronized, the wizard will create a backup of the code and all the points in the project within the
File space.

This feature is only available on BcpBacnetDevice components. It allows the user to work offline. For
instance, a user could engineer all their devices in their office and synchronize those devices once
they are online on-site.

fﬁ Drivers

I Tunin,

E

Paste Special

Duplicate

Delete

Figure 5: Added Launch Wizard functionality on Bcpo BACnet Device
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Communication between the EC-BOS station and ECB and ECL devices can be encrypted by setting
the parameters in the Service Wizard property sheet as shown below. The parameter TlsCertifi-
catePassword does not apply and has no effect on the default certificate. These settings apply to ECB
devices and ECL devices only.

Property Sheet
L& wizardservice (Bcp Service)
[ Status {ok}
[ Fault Cause
(M Enabled @ true
[ Licensed @ true
[ Port 1931

(M Tls Enabled @ tue
[ Tls Minimum Version Tlsvi _2

l. Tls Server Certificate Alias  |default

(W Tls Certificate Password ssscssss

Uj Max Connections 10

[ version 37

[ Min version 3.0

[l Number Connections 0

#F Server Connections Bcp Server Connections

(W Supported Field Bus Bacnet, Lonworks

@ Bacnet Settings Bcp Service Bacnet Settings
[ Lonworks Settings Bcp Service Lonworks Settings
4 Wizard Settings Bcp Wizard Settings

-'i Installed Version 4.13.24325.1

|. License Manager Bcp Service License Manager
. WizardService_LonLegacy  Bcp Server

£ Restservice Rest Service

T Radiusservice Radius Service

Figure 6. Service Wizard TLS parameters
Hide/Show Points Actions

Hide/Show point actions allows certain override commands to be selectively displayed among the Ac-
tions available to an operator. The action’s options shown change according to the actions available to
each control point that has been selected. Selecting or deselecting an action will apply to all selected
control points, as applicable to the individual control point. Control point actions that you do not want
an operator to be able to access on a Px graphics page can be deselected.

P, U N

~ocal Device Y
Status a
3acnet Comm LT Hide/Show point actions X
[ Fault Cause
vlonite
onitor [ Enabled @] showoveride: =
funing Policies Show set: 2]
c8_350 [ Device Facets Show emergency override: [#]
© Alarm Source Info D coo
e [ i - = [ |
LEER e /show point actions 8 Tuning Policy Name  [Beg e
1 Read Value 0.00 {ok}
s - {null} @ def
Emergency Override
Bnalog Value 51

Eme i Eresent Value

Override =

Auto REAL

Set Unsubscribed

[l Write Status Writable

Out 0.00 {disabled,down,stale} @ def

In1 - (a1}
In2 - [null} 2
Paste Special In3 - (mu1} 2

Figure 7: Hide/Show Points Actions

Points Actions can also be selected or deselected in batch.

Tuning Policy

The BepTuningPolicy is a specific tuning policy engineered for the ECLYPSE™ devices Niagara inte-
gration.

EC-Net Support Pack 9
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This policy (BcpPolicy) is different from the default policy since the Write On Start (behavior at
startup), Write On Up (behavior when proxy point status goes from “down” to “up”) and Write on En-
abled (behavior when proxy point status goes from “disabled” to “normal/enabled”) are disabled and
cannot be re-enabled. This makes sure that the values in the ECB or ECY controllers are not overwrit-
ten by out-of-date values from the EC-BOS.

X Default Policy (Bacnet Tuning Policy) X BcpPolicy (Bep Bacnet Tuning Policy)

@l Min Write Time 00000h 00m 0054 [0ms-=+inf] (@i Min Write Time 00000n 00m 00s|2 [oms-=inf]
(i Max Write Time 00000h 00m 00s|= [0ms-+inf] [l Max Write Time 00000R 00m 003

[l Write On Start ® e [ Write On Start @ false

[l Write On Up ® e [ Write On Up @ false

[l Write On Enabled ® e [l Write On Enabled @ false

m Stale Time 00000h 00m 00s|2 [0ms-=+inf] m Stale Time 0000Ch 00m 00s|# [0Oms-+inf]
@i Poll Frequency Mormal @i Poll Frequency Mormal

[l Use Cov ® true [l Use Cov ® false

[l Use Confirmed Cov ® true [l Use Confirmed Cov ® e

Figure 8: Default Policy vs Bcp Policy

The tuning policy determines whether the default mode or a specific mode of proxy synchronization
should be used.

A BcpPolicy (Bcp Bacnet Tuning Policy)

[l Min write Time 00000k 00m 0032 [0ms-+inf]
ﬁ Max Write Time 00000h 00m 003

[l write On Start © false

[l Write On Up @ false

[@l Write On Enabled @ false

@i stale Time 00000h 00m 008|=] [0ms-+inf]
ﬁ Poll Frequency Normal

ﬁ Use Cov .false

I8l Use Confirmed Cov @ true

M Cov Subscription Lifetime 15 min

I8 Use Cov Property ® false

B Use Confirmed Cov Property ® true

ﬁ Cov Property Increment 1.00

8l Cov Property Subscription Lifetime 15 min

I8 Accept Unsolicited Cov ® false

@ Proxy Sync Mode Mirror

B Poll Frequency OnCOV Slow

Figure 9: New Bcp Policy (Proxy Sync Mode highlighted)

The additional proxy sync modes include:

Disabled: The Bcp points behave as standard Niagara proxies.

UpdateToDev: The output level and mode of the proxy point are set from the device point.
Mirror: The output level and mode of the proxy point reflect the remote points.

These modes improve the performance of projects with a supervisor and a large number of ECLYPSE
controllers by having minimal overread and by requiring less CPU capacity when compared to stan-
dard Niagara proxy sync modes.

The BcpPolicy also sets the Poll Service poll rate for the COV sync to poll the Priority Array. The Poll
Service is defined through the BcpBacnetNetwork properties.

10 EC-Net Support Pack



Why "BCP" Network and Devices?

(W Poll Service On C OV Bcp Poll Service On C OV
(M Poll Enabled @ true
(@ FastRate 00000h 00m 10s|2 [1second-+inf]
(@ Mormal Rate  [00000h 00m 20s|3 [1second-+inf]
(M Slow Rate 00000h 00m 30s|2 [1second - +inf]
[ Total Polls 0
[l Cycle Time 00000h 00m 003

Figure 10: Poll Service poll rates

Create Points

Create Points allows information in EC-gfxProgram to be easily transferred to the Niagara station.

The points created in EC-gfxProgram can easily be mapped into the station through proxy points

whose job is to read and to write to those Niagara points and to integrate all the Niagara functionali-
ties.

The ‘Create Points’ functionality for Bcp Proxy points is available from Actions when right-clicking on a
Bcp device/controller. This creates all the points automatically, adjusts the facets, adds a description,
and also sets the tuning policy of these points to the BcpPolicy.

- Nav Launch Wizard X BcpPolicy | X

LIRS BLOAL Views Property She:

172.16.254.117 (J4g
172.16.254.118
172.17.254.107

© 172.17.254.108 (D

& Platform Make Template

& station (Distec

A& Alarm Cut

New »| Upload

Download

Create Points N

Update Paints '

Edit Tags

© Config Copy
@ Se.rvice Pacte s Poll Frequ
 Drivers ) (M Use Cov
) Niadile pecial -~
4 e EERE M Use Confi

Figure 11: Action/Create Points on the controller

Property Sheet
‘© HWP1 (Bcp Bacnet Boolean Writable)

M Facets trueText=ON falseText=OFF statusFlags=ON,priorityA...
2 Proxy Ext binaryOutput:101:Present Value..

(M Status 1ok}

[ Fault Cause

(W Enabled @ true

(M Device Facets trueText=ON,falseText=OFF,priPV=ON 3>

(@ Conversion 12 Default

(@ Tuning Policy Name  Bcppolicy —

== Read Value ON {ok}

== Write Value ON {ok} @ 16

(W Object Id Binary Output 101

(i Property Id Prasent Valua

(W@ Property Array Index  |-1

(W Data Type ENUMERATED

(M Read Status Polled

@ Write Status OK

Figure 12: Created point with BcpPolicy selected automatically
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Why "BCP" Network and Devices?

BACnet Priority Array Synchronization

Support Pack also allows the synchronization of the priority array of the controller with the one in the
EC-Net database through the use of Bcp Proxy Points. When using a standard point, only the value of
the priority array used by EC-Net is visible. When using a Bcp Proxy Point a read multiple of the prior-
ity array is made when polling the points to be able to synchronize the priority array of the controller.
This allows a point overridden in the field to show the proper state in the EC-Net database.

Property Sheet

O HWP1 (Bep Bacnet Boolean Writable)
W Facets trueText=ON falseText=OFF statusFlags=ON,priorityA... D -
3 Proxy Ext binaryOutput:101:Present Value...
= Qut ON {unackedAlarm} @ 16
= In1 - {nully
- In2 - (null} ®
== N3 - {null}
- In4 — {null}
= In5 - {null}
= In6 = {null}
- In7 - (mally
= N8 - {null}
= In9 - {null}
= In10 - (null}
= In11 - {(null}
= In12 — {null}
= In13 - {null}
- In14 - {null}
= In15 - (null}
= In16 ON {ok}
= Fallback ON {ok}
[l Override Expiration 11
B Runime +00042h 26m 31s
‘W pointDescription
3 DiscreteTotalizerExt Discrete Totalizer Ext

Figure 13: Bcpo BACnet Array

The default mode for BACnet proxy synchronization can be set through the Wizard Service.

Property Sheet
(%) Bacnet Settings [Bcp Service Bacnet Settings)
li Temporary Apdu Timeout 450 ms [0 - 5000]
li Bcp Device Def 332,IRC*;332,RCB*;364,ECB*; 364, ECY*

(@i Default Enable Writable Proxies | @ false
[l Force Proxy Read Status Flags ® s

(@i Default Proxy Sync Mode Mirrar

(@i Point Settings Disabled 35
Update To Dev

Mirrar

Figure 14: WizardService > Bacnet Settings showing Default proxy Sync Mode
This default can be one of the three sync modes given above:

Disabled: The priority level and overridden mode are set according to the state of the priority array of
the proxy point (local to the station).

UpdateToDev: The priority level and mode are set according to the priority Array read from the device.
In addition, all the updates locally done to the proxy point are sent to the device point (Auto action
when In8 is null, Emergency auto action when In1 is null, updates to lower priority level inputs).

Mirror: All inputs of the proxy point are synchronized with the inputs of the remote point. The fallback
input of the proxy point is synchronized with the relinquishDefault of the remote point.

Additionally, the effective sync mode can be seen from the Proxy Extension settings when viewing the
properties of a point for a Bcp Device.

12 EC-Net Support Pack
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: Drivers  : BepBacnetNetwork

Property Sheet

: ECY_S1000_B07_5

(@ Analogvaluel (Bcp Bacnet Numeric Writable)

[ Facets

(3 Proxy Ext
W status
[di Fault Cause
(W Enabled

Ol Device Facets

[ Conversion
(@ Tuning Policy Nam
w Read Value
= Write Value

[ Wrte status

Gl sync Mode
== Out

In1
- In2
= In3
- Ind
== In5
In6
= In7
I8
Ing

Figure 15: BcpDevice Point Properties

Schedule Synchronization

: Points  : Analogvaluel

Units=min,precision=1 min,min=-inf min, max==inf mi... 3

analogValue:liPresent Value: LREAL

{ox}

@ true

o -

units=min precision=1min min=-inf min,max=-infmi.. )

12 Default

e

4.0 min

BepPolicy

{ox}

19.0 min (ok} @ def

Present
-1

REAL

Polled

Enalog Value

Value

Writable

Disabled

4.0 min [ok} @ der

- (a1}
- {null}
- {nu11}
- (nu11]
- {nu11}
- {null}
- {nu11}
- (nu11]
- {null}

WM M

The BcpBacnetNetwork allows the device schedules in Niagara to synchronize with EC-gfxProgram. A
schedule modification made in EC-gfxProgram will therefore properly sync into the Niagara device

schedule objects.

Weather Export

Controllers that are equipped with an operator interface or are connected to an ECx-Display can show
the current weather conditions. The weather information required for this feature is supplied by the
EC-Net Weather Service and is then processed by the BcpWeatherExport component to make it avail-
able to all controllers on a specific subnet identified by a network number (local broadcast), or to all
controllers on all subnets (global broadcast). In the case of a global broadcast, the weather informa-

tion is passed on (repeated) by Building Controllers according to their routing configuration.

Weather Manager

Name Current

Today

Tomarrow

Advisory

4y Charlotte  35.0°F, Mostly Cloudy {ok} 48.0°F/29.0°F, Partly Cloudy, 1%{ok} 49.0°F/25.0°F, Snow, 57%{ok} none

Sunrise/Sunset

7:26 AM/5:46 PM

BB New

MName

[ Name

A
[ Provider

Provider

WeatherReport

v
EPA Air Quality

Ay WeatherReport - Richmond, Richmend Intemational Airport, VA

Richmond, Richmond Intemational Airport

Enabled

oK Cancel

B

x

Figure 16: EC-Net Weather Service
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